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wiasgumangiug:  HinlapSungmnituigSwmoiuomuwisiin

Hatgy, islmvmmBimaoyeinnihnsilBuninngia)  (moble  device

features) U mymmsgnﬁtﬁjﬁtgjﬁtﬁqzmigmmg Ay fnmms,gp mon
y

CQI?
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§s§w§”ﬁh (location data), ZUﬁiﬂhLﬁJ’UﬁﬁHh ( microphone)
ARe pifsapduannmnisgR 81 motEswsAvwghigaygigmn §omh
mifimenighindsStw mind{maT dependencies U library fnki{Aliifiu
mnnsisayiis i}jimmmﬁg?ﬁ%fmgfﬁmmSHﬁigjmsmnﬁéé‘ﬁmmﬁm{j
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mnanigAmgR: pinathvnonalywapinsiiingannhti
saoathywiiwamidtishimihatagh 06 ofywNeimuuinsysins

v
al

washidginwimatthfamids nnmimsLnULm At ahmnanng 184
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9 9

TeyhiAugm (bug) 8 imiAUITMnTRgUUAMSMIARR (codebase)
ifgiihfvmays iWiwidmibinmsidanog:naginimey
mufiasguinnaY: [HOARMIGHSIRYMAMIBUMUESU (modules)
34 yeinihifAl (external service) msmmﬁamim‘in}tﬁi@géw Sk Sano
WAIOM (interfaces ) IFIMBRINIMILOHIRUMSIMUGAY TR MUNA 2N
At 84 ummitdsimngn ildirwinfugnatmnd snninnagns
AmiotiRy {4 umuisysini |
muginaiganiimn: s§mmwaigignaiimmmwatil o usinmi
imaGAlg (static) Sudwig (dynamic) mis gtnﬁﬁLujﬁGﬂj penetrat|on
B AJMIANUATNN (threat modeling)4 H{IAIGAMIRMNMUMI-
UgUISMNMURIA M UoIFHUEANTAMB SM NN WIRIA:
iRunnfa Jh'sﬁ MO MIHSIMMEMY R iimn 84 U9UJmﬁﬂ
MitgiAa Load and Profiing ¢ HStamitdinait umsyaidimangstame
o iigihwalgtidhimisipdsimenaenniign §h afagare wfma
QUAIAN Profiing IREjAMNAHGRMAN 8} ih:pnwminiagismingig
viiswagmamnfmansms §h moymsnpdns {8 mondhhnk
vTunmMuRIBaAY |
1aag UX/UI 3 hwatgushianagrndmes 8k musigaaiyeilugmnal
mnfioe Aninwiyn §h mnadsARnmywihmis
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2. fghths
o ifimatianiy Statelesss uiliagingitigh HUJUth Stateless 918 SWHNA

yin
Bswsipensiansmn y Aawnsgis ¢1 anmigundim o agnngia
Rihimmthwiand) wiwdsiptpkdsSwie (FsSwinimsiAn S (AL[HK
isinighiiih) 9 migivussiyminiaianumonsmon ol
Spusayufg: R uwninusAyamMywit Uy Uy W haEIMIUAS
wis9 midime Monolithic Aanamyiywiaudgamituansg 2an:h
Microservices RRSITISRUIRINYE mpnuminfiaianumaishinuigm
Sineung y ﬁa?ﬁmnfﬁmmﬁmmﬂ
minegUAgRIgItheuh Container & AR
NNMAMANSARHAIFIM P Container mammfﬁnﬁﬁmfmmmsmn
goug e:Gmisiphuiapsigmfnhuwy A mtﬁ‘t’UUtS"ﬁn}meﬁmgﬁmi

K 2

nifiAtanumn sﬁLnUanmusmsmmmm RiphimiuA gnhin

o

LUﬂSGTﬁH[U iHLﬂHLUSﬁ

L v

zn

A. suAnhingnSwuiiim e
o Nginxs AmaunindiduginsifimaomgisighmiAvELnga  Stateless

INWITMATATWMAGN DSt siud gmnmuiw: i siuidsngiy
M Al SWHWUIRSANMAUSA (load balancing) §81 MIenImMInkag:
Docker: AmauniaNansEsAREIMUla 8% (pUpEhAYTRmewh
Container 1M WH A SIUTUN M s RN N GAYTRIRIR I Y

Kubernetess i{JasiUmniajwipidngismihatidhime, midnpmhs 8k
MIAUARAYIRMS[PY Containerd misfiuuis: AMWiYNARMIAUAN
AYIRMSER  Container 1F1MUBWM{ANS i’ﬁmmammsjmnﬁmﬁmsms
AT wdgmn Shith:powidmumnfsigiaisagimi

90l- MIARNAAIAE UVUX

. ImuUmInh: M3 MSSiansmAYIsus,
i

Wi UHANDM 8

mon
S ynyli

DIn k2

Sh osmnPANMETNUBASUIgATSNAAE
NEE

wgmngumiiimas HsigmamﬁmmgmmgamftLﬁme (2901ANS
WCAG) Rgimithagiimonfimamns{atani 4

copfmnismie: pulimn S8 MNAGINAGIM N UMARNNTUITS-
Ayt Ay i widimaua SIS 6th Material Design U Bootstrap
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muAIn LN iE M 1M N Wi nﬁmumiLUme 84
Agiag J2unInNEGth Material Design Color Tool 1EEiMmS
NNSMNGG U (Ut $h msuhimn
iFéuinunn fuonusaht lgmnamanwiyuaimiens
Bissiviss(paHm 8k tLﬁqgﬁﬁgﬁ’ﬁmmawummﬁmméﬁ: y ®8
79
gUiHpR: osnhwifwaudhagimiuagaiions Bgimanssivs-
Rranmiy S UERIPIM A SIUUALUIAGY 31 Fluid Grids 8% Media
Queries 1B gfiAAIEITARIUME TS UAIANIHGIG1R]AY
judnmas ifasnnuiamiiiunsmngo y )i, wanidadn yms
MUANE G [HIMQNUAMMANSIGIUSIRUACINAD S8 VISHAINNG
vTunww ifgjuii sm iy uakmndimnas
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S ioivminiumsmanwin guilswsgmn §h mainmda
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Ui hwAmMWARNHAGHoURA
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. quainninmRwuifimars

UserTesting ¢ (i Umimiapppunipidusfienaamifimea

Hotjar ¢ ssfUMIRdIMAmMImAIsEAGINa S8 MAMARTUNUSIUAS
gadime

Material Design 2 afUImuUmMIANIANSI MG nsuhimn

Bootstrap ¢ (i{UAS ajISuAmnuay Sk mugwaviu) sismuSime liorary
Material Design Color Tool $ AIfNUMISIMAAGMAMGIM AINANIUATAYTE
Google Fonts ¢ MU (TR EHAIIE ASTRMN

Flatlcon ¢ (U i asjudnmiitumsyafiuanidndun
Freepik/Adobe Stock & STHUIR UTAIIUMNNSAANAM N AT

9G- MIARNARIATH API

o

n.

muminns iud, wAty Shirpst AP poumu2ansias ilgimainsst
mni)tha, Taumnigumonfinms §h monwignatmnimeas

wganailimmdignauhm oA UgiRg g VoVeE-VOUG



de)

2UEIES M- imumIANIANSHRAUIDAIS &

fgiihs

UIAme(Eh RESTIUI 3 Hgigmuimumia REST phmivila APLIRugS
I ESMSIR UM SHAS WHN AN & mgwshﬁﬁ{pmm HTTP Methods 3]
N8R

atnniius ishinuwsmighaur yiniiuighild AP [hfimashivefinniug
MU ATUBSS 1] pshittimasEAs API TR SpnUIIWANRIARIMS
P e mi%ﬁtmzﬁfnnfms: mohAslit URT I8 API yAtAisiah
Header

naantansis sustiaanianSfnyundimas AP ihwidim mnm’ﬁﬁv
Swagger {J Postman thifiuifig] jnnAigAgiRMow i APIs MSMW{AL
Aisetnenes st samitumsEaswptms 8 Beiitun
AAMBIUN UNARYMNIGINIY MIAANGRSIALS gﬁmtljUiﬁmn@ﬁSﬂnh'@ ij
N SagUY 12 MIHAT S MO wwmsﬁghmﬁ’ﬁ qushinuigmu
haRnY: MIMT API 1"mwiLﬁmeﬁtﬁSﬁiuI“L’f‘]ﬁﬁﬁHfﬁm?ﬁHﬁ B Oauth2
U JWT iRy fuﬁﬂlﬁjmhts Jwmasicidgmn hwwsiagaifmainmn
s Gdmatim IR ogUIsBMaESMS APL NS
mithanBagitssifima: mihanBadssifima APL 182 Agwmim:
APL imiBimesS vt if sibuhnnegd

mifptERishinunsum: auiasiadhaiupoumywg Agothan
djimoidgmifime sEgRnfvgndonsapainng wiwnwiyguaim
RURUANN YUy minwminhivgn gﬁmmg‘imm:mswfﬁ‘mﬁj
HGHWH n&amﬁigmg?ﬁghmn"m:ww Sui2uds ynyliwisdmhihysy

(%))

s
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g

ZGE

98- MIARNBM A (deployment) 84 I36)

o

n.

2.

imuminh: oo mssimmapfimaopavithwmaigs §h Mg
whswigaienidms y aginuaviwipdgmn muity:mivkicavians
#A19] (development environments) i M I3AGE YT jumns uTansuAigAyld,
vTansiagayin St vTansifimar

NEE
. insmr §h mnasgananghinAtichime: ubsiasmihadidhimn
ngafiamamuSyw, Sancitunnshm, St SATaaRmip s bigmwim

anAINS SR nmyw [phdiagmimatidhimis:isiaiuians Stagging
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gjmsacAdtiw ildimathmidanaigig Shyennghadidhimians
yomifingnd
o tiwipiinyg Si mimythsmithaiinhimis syl wivifywiss

o

6th Jenkins, GitHub Actions § GitLab CI/CD thifiy 1B gjaifgrumiinitha
Righimiungis:msiainwiyn  wmavgwsiAnaghitumoida
wsifastidihwing i fis:pinghgingiigom Grafana, ELK Stack,
New Relic, Datadog U Prometheus thifisifigimuh s Simididhimis aiuis
Sk Hufvgnasing)s iwmosgumsmigstinhi

o MIUIRE Container 2 | ﬁﬁ'ﬁ’w[piﬁﬁmmmmﬁﬁmnmquns mingfatanume
Sh miptpkAgTRR uRidhimink ¢{phth Container ilEims1mudim &
usmsnﬁmummmts:"msmﬁ?émm Wwiishiminsyy ARG
LnULnﬁmnﬁﬁUfmUU Container H18§GM Kubernetes, Docker Swam, Si
OpenShift mmyﬂ

. miatERAianiy §h mivghga: (B OSHUASEUERANNIY (Fom
Git) iRgjpvphishinundpinsiaiy ygnsminipidmbnanfigh i g
MWy uaRmIAgTimuimakain Sspiamyw §h nwiyumuh s
gmm:Lh;iénsmgmlﬁggﬁmmﬁmﬁgéw S MIADNRI{RY YSInUiG
mithatidhim iwghfmatidhimismiapngiimishnumsugnam
yuiAniging

. mise {h ifinahipoi: pivsmuimaiimis Auasthiy
migugugmn, mig AU igaiimn, Sh 15 3juasYs
%Luﬁghsqj:mn 84 agiimn

=Ce

?
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IgHS ¢ s BIpHSaRInSIRIMI§S
9- Utgﬁ?%*ﬁgﬁ ﬁf[:tﬂt'jmtﬁﬁf 2] (development tech stack)
o IRAQRAESIY (server side): aRliUIgATEN YUAIANIR ISR M0
HATZUO SIRARMIMUW (back-end)

o ignahgmPma (clent side): ailiGuigaien yauRIANIRUNGIM
' a ) Sal Sa o
{UHATZIUNSIRAINYS (front-end ), fYitigicde), URYINIU Desktop
inahingsy igaahgmifiim
NAUAS
ol ~ L. - Desktop
wavgmi Mobile
Linux, Windows Web (Windows,
( Platform / (Android/iOS)
Linux, macOS)
0S)
PowerShell,
= JavaScript,
f‘ﬂmﬁtﬁﬁ[‘ﬁnﬁj JavaScript, Shell,
o Shell, Python, Ruby, Perl TypeScript,
( Scripting ) Dart, Kotlin AppleScript,
VBScript
Python, Batch
MAN I IT
ﬁﬁ?ﬁ Java, JavaScript, C#, Python, JavaScript, Java, Kotlin, C#, Java,
( Programming PHP, Ruby, Go TypeScript Swift Python
Language )
Q ~_ PostgreSQL, MySQL, MongoDB, SQLite, MySQL,
UNNRAGSSW Core Data,
" Oracle, MS-SQL Server, IBM DB2, | WebStorage PostgreSQL,
(Database ) SQLite
Redis MS-SQL Server
E"ﬂﬁd{StH Node.js, Nginx, Apache, Tomcat,
Uy Jetty, WildFly, GlassFish, -
(Web Server) Microsoft IIS
AngularJS,
ReactJS,
Spring, .NET, ExpressJS, NestJS, .NET, Electron,
_ ) Vuels, Flutter,
Framework Django, Flask, Laravel, Koa.js, _ JavaFX, Qt,
NuxtJS, React-native
Ruby on Rails Avalonia
NextJS,
Blazor
pub, pod,
Homebrew,
CocoaPods,
Package pip, mvn, Composer, Nexus, npm, Yarn, Chocolatey,
Gradle, Swift
\ElEREnEies  Bundler, Conan, Jfrog Artifactory Bower npm, Yarn,
Package
NuGet
Manager
wgan i liminAignanndopinnpugifg g WoVE-VoUE
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cm

qUAIAN
FO{NUR AR
(Build Tools)
Webservice /

API Tools

Libraries

QUAIAN
Ui
HAlg
( Development

Tools)

Maven, Gradle, MSBuild, Rake

Webpack,
Gulp, Grunt,

Parcel

Gradle,
XCode,
Carthage

MSBuild,
CMake, Xcode,

Gradle, Bazel

Rest-API, JSON, gRPC
Postman, Swagger, CURL

PyJWT, Gson, Lodash, Requests

jQuery,
Bootstrap,

AXxios,

Lodash

Retrofit,
Alamofire,
Firebase,

Glide, Realm

WinForms, GTK,

Newtonsoft.Json

IntelliJ, VS Code, Eclipse, Spring Tool Suite, Maven, Gradle, etc.

i
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V- vigatenIEEUUAUR 8k MYS (operation/monitoring tech stack )

quAInn §k Utgﬁ?&{ﬂ (Tool & Technologies)

[usAg

MIAUTARAR (Source

Control)

GitHub, GitLab, Bitbucket, Subversion (SVN)

Mo ESthaR

(Infrastructure as Code)

Terraform, Pulumi, Ansible, Vagrant

Automation & Configuration

Ansible, Chef, OpenStack, Puppet, Terraform, SaltStack, Consul

CI/CD

Jenkins, GitHub Actions, GitLab CI/CD, Travis CI, CircleCI, Argo CD,
Spinnaker, Helm, Maven, Git, JFrog

Container Orchestration &

Management

Docker, Kubernetes, OpenShift, Rancher, Nomad, Portainer

tais8ga (Virtual

Machines)

Proxmox, VMware vSphere, VirtualBox

Mimyhs, MIAREMIGH
o, mmwminh §ami
Imamigiiim e
( Monitoring, Logging,
Reporting & Log Analytics)

ELK Stack ( Elasticsearch, Logstash, Kibana), ZooKeeper, Fluentd,
Prometheus, Grafana, New Relic, Loggly, Sentry, Dynatrace,
AppDynamics, Splunk, FortiSIEM

agifimn, MIAONRHE
fognan ShHgiEmN
(Security, Identity &

Compliance)

MEF's Security Operations Center (SoC), Web Application Firewall
(WAF), Docker Image Scanner (Snyk, ...), Cloudflare, OpenVPN,
HashiCorp Vault

mipLERayding

(Incident Management)

TheHive Project, OpsGenie, Jira, Clickup,

ﬁmﬁtﬁfg JUnit, JMeter, pytest, Mocha, Selenium, Cypress, TestNG,

(Testing) Cucumber, Postman, K6
MmimythsAv i

Sentry, Firebase Crashlytics
(Error Tracking)
gngA ssL . |
] Let's Encrypt, Certbot, DigiCert, Comodo SSL, GlobalSigh

( SSL Provider)

Message Queue

Kafka, RabbitMQ, ActiveMQ, IBM MQ, TIBCO EMS

mipUpRaIER 84
qUAIAN

( Project Management &

Tools)

Agile, Scrum and Kanban

Confluence, JIRA, ClickUp, Asana Notion, Trello

WgaN]s

a
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QUAIAN ﬁILH]ﬁ§§§LUfi Apache Spark, Hadoop, Python, R, Apache Kafka, Apache Flink,

( Big Data Tools) Dask
o OpenCV, TensorFlow, CUDA, MATLAB, DeepFace, YOLO, Keras, ML
Computer Vision Tools _
Kit
BB AL E) EUTTY N
a o a aa TensorFlow, R, Pandas, NumPy, Keras, Scikit-learn, PyTorch,
g8 SW/UNHIUISEA

MATLAB
(Data Science / Al Tools)

e Frameworks: Django, FastAPI, Flask,

e Servers (ASGI/WSGI): Uvicorn, Gunicorn, Hypercorn,

§EGE1;U§LUﬁ§m ﬁﬂfgf e Machine Learning Frameworks: TensorFlow, PyTorch,
(Khmer NLP) e NLP Libraries: NLTK, Transformers, TextBlob,

Sentencepiece, Levenshtein, Phonetisaurus, SymspellyPy,

Fasttext, Hunspell

'[fﬂUjﬁ ( Graphic) Figma, Sketch, Adobe XD, Draw.io

i misAignaohiHgioESnuUnIAT 8 Wobd-bole
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m- g agiRM Ny (security standards)

[usA g qunInn fuuignien

FortiGate, Cisco, Palo Alto,
pfSense, iptables, Checkpoint

Firewall

Intrusion Detection/Prevention | Snort, Suricata, OSSEC, Bro
ﬁﬁﬁfﬂ AuMMmMm Systems (IDS/IPS) (Zeek)

( Network Security) VPNS OpenVPN, WireGuard, Fortinet,

Cisco AnyConnect, SoftEther VPN

Content  Delivery  Network
Cloudflare, Akamai

(CDN)
Kaspersky, McAfee, Bitdefender,
- - - Antivirus/Anti-malware Symantec Endpoint Protection,
ﬁgi;jmmmumm
ClamAV
( Endpoint Security )
Endpoint Detection and | CrowdStrike, Carbon Black,
Response (EDR) SentinelOne, OSQuery
Static  Application  Security
SonarQube, Checkmarx, Fortify,
Testing (SAST)
ﬁ;iﬁmnmﬁg Dynamic Application Security | OWASP ZAP, Burp Suite, App
(Application Security) Testing (DAST) Spider, Arachni

WhiteSource, Snyk, Black Duck,
OWASP Dependency-Check
CamDigiKey, AuthO, KeyCloak,

Software Composition Analysis

Single Sign-0On
. - OAuth2, OpenID Connect
miLﬁULﬁﬂH‘gﬁIgnnﬂ Shmi -
- ' Google Authenticator, RSA
GUTiu{MN
. Multi-Factor Authentication SecurID, FreeOTP,  Microsoft
(Identity and Access
Authenticator
Management - IAM)
Phone Authentication Firebase
miLﬁﬁLﬁhmn Vulnerability Scanner Nessus, OpenVAS, Nmap, Lynis
musi ﬂth:
(Vulnerability Management) | Patch Management Microsoft SCCM

miAvARAGnSaiRmn 8k
{Haminn
( Security Information and

OSSEC, Wazuh, ELK Stack
(Elasticsearch, Logstash,

Kibana), Graylog

Event Management - SIEM)

aifimiHATg I uHGIO R ANURIAT @ LOLE-VOVG
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qy

fJi ﬁm {1, Orchestration,
AIwipifnyg ShMUEWas
('Security Orchestration,
Automation and Response -
SOAR)

TheHive, Cortex, Shuffle, Wazuh

Threat Intelligence

MISP, Open Threat Exchange
(OTX), Yeti

mﬁﬁumUZUjﬁttnﬁ & TMAI]
Tgw
(Incident Response &

Forensics)

Autopsy, Volatility, GRR, The
Sleuth Kit

iRk
iAo
( Security Awareness)

Phishing Simulation

GoPhish, PhishSim, King Phisher

agiRmnAyin
Application Security

Web Application Firewall

Barracuda

gigmniie

Email Security

Email Security Gateway
Proof-Point

Microsoft email Security

Patch Management

ManageEngine Patch Manager
Plus, SolarWinds Patch Manager

atera automox

Network Access Control
(NAC)

Switch Port Security Storm Control
ACL,
AD or Radius

2
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ignsd & ssimesionsgsiBmSeiSusssingms

wAMwiRupitndghifugiuivimi puumeopy §4 veyimAhEms
OOk

9- g Swimeuissh
o UISMAEAIANH
o IUSYINHANINAN VA (Single ID)

inpsAvis (igr 8k Hitige)
o [UIRSHINURN, aNSAN

O

o igieglismithAmay, MIIEs 84 §asgnumn
o MAPAIMYIW: SinglelDAUEGURMANGAY

o Single ID

o N:ABUIS (131 §4 HlIAwM)

o UIRSHIRIUQY, ANSAI

o
°

. NAnSUFaismAgala
o AAMS{HBUS
o hfmsmamiling
o GAMSIURTMAJIEIA]
o RARNIANG
o AANSIURIHAMAIG Y @A
o NARNNUN{RYUNS
o RARNBRUMSAU

w

No | Get all applications

API Endpoint http(s)://{api_fqdn}/api/{api_version}/licenses

SS Service Code applications_info

$S Endpoint gzt}p(s)://{ss_fqdn}/rl/CAMBODIA/GOV/{member_code}/{subsystem_code}/{serviceco

Method GET
Field Type Description

1 bearer
Request header Authorization [CamDigiKey | Organization level’s token
JWT]

Query params search_term String Registraid_id, company_name ...
license_type String Check table status Mapping
license_status String Check table status Mapping
page Integer Current page
size Integer Number of records

wg A

alal
91|
a

a

minAigIuhiHE]o

SERANTNUHIAY &)
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Response

Gé&
Response code
status Integer e 1: Successfully
e 0: Not found
e -1: Invalid access token
message String Response message
data Array
e single_id String Single ID
e company_name_en String Company‘s name in English
e company_name_kh String Company’s name in Khmer
o license_type Object
o code String
O name_en String
o name_kh String
o license_status String Check table status Mapping
e request_no String Register Number
e submitted_date Date Submitted Date
e decision_date Date Decision Date
o expired_date Date Expired Date
pagination Object
e page Integer Current page
® size Integer Number of records
e total_counts Integer Total number of records
e total_page Integer Total number of pages

No | Get application by Singleld/MOC Registration Number
API Endpoint http(s)://{api_fqdn}/api/{api_version}/licenses/{singleld}
SS Service Code application_info
$S Endpoint gzgp(s) ://{ss_fqdn}/r1/CAMBODIA/GOV/{member_code}/{subsystem_code}/{serviceco
Method GET
Field Type Description
bearer
Request header Authorization [CamDigiKey | Organization level’s token
JWT]
2 Path params single_id String Single ID
Response code
code Integer e 0: Successfully
8 e 400: Not found
e 500: Invalid access token
message String Response message
Response payload
data Object
e single_id String Single ID
e company_name_en String Company’s name in English
e company_name_kh String Company’s name in Khmer
wganailimmdignauhm oA UgiRg g VoVeE-VOUG
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e licenses Array
o license_type Object
License code
= code String See Code Mapping table for more
details
o request_no String Request Number
o services Array
Service Code
= code String See Code Mapping table for more
details
Application status
o status String See Code Mapping table for more
details
No | Get application detail
API Endpoint http(s)://{api_fqdn}/api/{api_version}/licenses/{single_id}/info/{require_no}
SS Service Code application_detail
SS Endpoint gzgp(s) ://{ss_fqdn}/r1/CAMBODIA/GOV/{member_code}/{subsystem_code}/{serviceco
Method GET
Field Type Description
bearer
Request header Authorization [CamDigiKey | Organization level’s token
JWT]
single_id String Single ID
Path params
request_no String Application request number
Response code
code Intecer e 0: Successfully
g e 400: Not found
e 500: Invalid access token
message String Response message
3 data Object
e company_data Object
o single_id String Single ID
o company_name_en String Company's name in English
o company_name_kh String Company’s name in Khmer
Response payload o company_email String Company’s email
o company_phone_number String Company’s phone number
o total_number_of employees | Integer Total number of employees
o total_number_of female_em | Integer Total number of female employees
ployees
o Zélmber_of_forelgn_employe Integer Number of foreign employees
o number_of_foreign_female_e | Integer Number of foreign female
mployees employees
o current_address
= province

a

A misAiguNiHGIOR R ANIUEIAT

&

3 WoLVHE-VOLG




2UEIES M- IMUmMIANIAN

09

SURAUIGAIS &

- code

- name_en

- name_kh
= district

- code

- name_en

- name_kh
=  commune

- code

- name_en

- name_kh
= village

- code

- name_en

- name_kh
=  house_number
=  street_name
=  group_name
= latitude
= longitude

o is_register_via_obr

o use_obr_business_address

e biz_owner_data

o first_ name_en

o first_ name_kh

o last_name_en

o last_name_kh

o date_of birth
o gender
o phone_number
o email
o nationality_code
o nationality_name_en
o nationality_name_kh
o identity_code
o current_address

=  province

- code

- hame_en

&9

String Province’s code

String Province’s name in English

String Province’s name in Khmer

String District’s code

String District’s name in English

String District’s name in Khmer

String Commune’s code

String Commune’s name in English

String Commune’s name in Khmer

String Village’s code

String Village’s name in English

String Village’s name in Khmer

String House number

String Street number

String Group name

Integer Latitude

Integer Longitude

Boolean Is this business register via OBR?

Boolean [s this business use same address
from OBR?

Object

String Business owner’s first name in
English

String Business owner’s first name in
Khmer

String Business owner’s last name in
English

String Business owner’s last name in
Khmer

Date Business owner’s birthday

String Gender: FEMALE | MALE

String Business owner’s phone number

String Business owner’s email

String Nationality’s code

String Nationality’s name in English

String Nationality’s name in Khmer

String Business owner’s identity number

String Province’s code

String Province’s name in English
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- name_kh
= district
- code
- name_en
- name_kh
=  commune
- code
- name_en
- name_kh
= village
- code
- name_en
- name_kh
=  house_number
=  street_name
= group_name
= latitude
= longitude
e supporting_docs
o code
o file_name
o license_data
o decision_date
o expired_date

o license_properties

o license_status

o license_type

o payment_status

o request_no

o service_type

o submitted_date
e register_by

o first_name_en

o first_ name_kh

o last_name_en

o last_name_kh

o phone

o email

String Province’s name in Khmer
String District’s code
String District’s name in English
String District’s name in Khmer
String Commune’s code
String Commune’s name in English
String Commune’s name in Khmer
String Village’s code
String Village’s name in English
String Village’s name in Khmer
String House number
String Street number
String Group name
Integer Latitude
Integer Longitude
Array
String Document code
String Document file name
Object
Date Decision date
Date Expired date
Object
Application status
String See Code Mapping table for more
details
License type
String See Code Mapping table for more
details
Payment Status
String See Code Mapping table for more
details
String Request number of license
String Service type of license
Date Submitted date
Object
String Registrant’s first name in English
String Registrant’s first name in Khmer
String Registrant’s last name in English
String Registrant’s last name in Khmer
String Registrant’s phone number
String Registrant’s email

a
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No | Get application supporting document
API Endpoint http(s)://{api_fqdn}/api/{api_version}/licenses/{single_id}/info/{require_no}/document/{docum
ent_code}
SS Service Code application_document
SS Endpoint gzt}p(s) ://{ss_fqdn}/r1/CAMBODIA/GOV/{member_code}/{subsystem_code}/{serviceco
Method GET
Field Type Description
bearer
4 Request header Authorization [CamDigiKey | Organization level’s token
JWT]
single_id String Single ID
Path params reques_no String Application request number
document_code String
200: OK
http header | e http body: byte stream
Response payload | header status status 404: File not found
e 400: Bad request

V- ansMnsMABAN
o (UiRISMATN

°

o WUSHHIHRN N AN (Single ID)
o IN:ABUIS (Manigi 84 HiiAw)

o fams 8k inuinnistidhimuuasnagig

R

No | Get applications timeline (histories)
API Endpoint http(s)://{api_fqdn}/api/{api_version}/licenses/{single_id}/timeline/{request no}
SS Service Code application_timeline
$S Endpoint gtet}p(s) ://{ss_fqdn}/r1/CAMBODIA/GOV/{member_code}/{subsystem_code}/{serviceco
Method GET
Field Type Description
bearer
Request header Authorization [CamDigiKey | Organization level’s token
5 JWT]
single_id String Single ID
Path params
request_no String Application request number
Response code
o 0: Successfully
code Integer ¢ 400: Not found
Response payload e 500: Invalid access token
message String Response message
data Object
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e single_id String Single ID
e company_name_en String Company‘s name in English
e company_name_kh String Company’s name in Khmer
e request_no String Request Number
o timelines Array
o title_en String Title in English
o title_kh String Title in Khmer
o description_en String Description in English
o description_kh String Description in Khmer
o event_date_time String }?;;;enir(lid time  when event

aad o
o NAISHIUHINIAY UHﬁLﬁULﬁﬁ
o < - A
° ] o | a
o GSSHIUMNIRY U HARUARMBIING
w [Zg - A (24
No | Get application statistic
API Endpoint | http(s)://{api_fqdn}/api/{api_version}/statistic?start_date={start date}&end_date={end_date}
SS Service I -
Code application_statistic
SS Endpoint | http(s)://{ss_fqdn}/r1/CAMBODIA/GOV/{member_code}/{subsystem_code}/{servicecode}
Method GET
Field Type Description
- bearer - ,
Authorization [CamDigiKey JWT] Organization level’s token
Request License last modified date (start from),
header start_date (“yyyy-MM-dd”)
6 License last modified date (to), (“yyyy-
end_date MM-dd”)
Response code
o 0: Successfully
code Integer ¢ 400: Not found
e 500: Invalid access token
Response message String Response message
payload data Object
e number_of approved Integer Number of approved applications
e number_of draft Integer Number of draft applications
e number_of expired Integer Number of expired applications

wgan i liminAignanndopinnpugifg g WoVE-VoUE
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e number_of rejected Integer Number of rejected applications
e number_of returned Integer Number of returned applications
e number_of reviewing Integer Number of reviewing applications
e number_of submitted Integer Number of submitted applications
. Total number of applications (Total is
o total_number_of all_license | Integer the sum of numbers from all states)
No | Get biz-owner/manager statistic
API http(s)://{api_fqdn}/api/{api_version}/statistic/biz-
Endpoint owner/nationality?nationality_code={nationality_code}
S Service owner_statistic
Code
SS Endpoint | http(s)://{ss_fqdn}/r1/CAMBODIA/GOV/{member_code}/{subsystem_code}/{servicecode}
Method GET
Field Type Description
Request bearer
9 Authorization [CamDigiKey Organization level’s token
header
JWT]
Request nationality_code String Nationality code (KH, US, UK, .....)
7 params
Response code
code Integer e 0: Successfully
& e 400: Not found
e 500: Invalid access token
message String Response message
Response data Array
payload e nationality_code String Nationality code (KH, US, UK, .....)
e number_of_female_biz_owne .
- Integer Number of female biz-owner or manager
e number_of male_biz_owner |Integer Number of male biz-owner or manager
e total_number_of owner Integer Total number of biz-owner or manager

. ansmaistinhmiuaiudsg

No | Get /health

API Endpoint http(s)://{api_fqdn}/health

SS Service Code system_health

SS Endpoint }C;’;t}p(s) ://{ss_fqdn}/r1/CAMBODIA/GOV/{member_code}/{subsystem_code}/{serviceco
8 | Method GET

Field Type Description
Response code
Response payload | code Integer e 200: OK
e 1200: Failed

v
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